MaTtepuaJi 111 pOANTEILCKOT0 HHCTPYKTAKA M0 MepaM
0e30macHOro ucnojb3oBanust UurepHer
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C kaxapiM rogoM VHTEpHET CTAaHOBUTCS JIOCTYIHEE M IOIYJSpHEE, OXBAaTbIBas BCE
Oonble ayAUTOpUHU. BOJBIIMHCTBO pOAUTENEH HE 3alpeliaroT CBOMM JETSIM I0JIb30BaThCs
Wurepuerom. W 310 ecrectBeHHO, MO0 CeTb — HE TONBKO pa3BIEKATENbHBI, HO U
II03HABATEJIbHBIA HHCTPYMEHT.

OnHako A7 UCIOJIB30BAHUSL 3TOrO MHCTPYMEHTA, KaK U JIIOOOTO0 JpPYyroro, HyXHO
IPEICTaBIATh PUCKH, CBI3aHHBIE C €r0 HCII0JIb30BaHUEM.

KoHTeHTHbIE PHCKH — 3TO MaTepuaibl (TEKCTHI, KapTUHKH, ayauo, BUACO(AIIHI,
CCBUIKM Ha CTOPOHHME PECYPChl), COJEpIKalllie HAaCUJIME, arpeccuio, 3pOTUKY M MOpHOrpaduio,
HELCH3YPHYIO JIEKCUKY, HH(OpPMalMI0, pPa3KUTAIOIIYI0 pacoOBYI0 HEHABUCTh, IpOIAraHjay
aHOPEKCHUU U OYJIIMMUU, CYMLIUA, a3apTHBIX UT'P, HAPKOTUYECKUX BelecTB U T.A4. CTOJIKHYTbCS C
HUMH MOKHO TIPAKTUYECKH Be3Jle. DTO U CAWThI, U COIMAJIbHBIC CETH, U OJIOTH, U TOPPEHTHI, U
BUJCOXOCTHHTH, (PaKTHUECKH BCE, YTO ceidac cymiectByeT B MHTepHeTe. 3adacTyro 1Mo o0HbIN
MaTepuag MOKeT NPUHTH OT HE3HaKoMIa IO IoYTe B BHJE CIaMa WM COOOLICHHUS.
Ilounmepecyiimeco y onepamopa céa3u, npedocCmasnAaOuie20 00Cmyn K cemu, 0 HaIu4uu
yciy2u KOHmeHmHuou puarvmpayuu 01a oemelil.

KoMMyHHKaIMOHHBIE PUCKHU CBS3aHBI C MEXJIMYHOCTHBIMH OTHOILICHHUSMHU HWHTEPHET-
[OJIb30BaTeNe M BKIKOYAIOT B ceOs PUCK IMOABEPIHYTHCS OCKOPOJICHMSIM M HamajkaMm Cco
CTOpPOHBI JApyrux. llpuMepamMu TakuX pPHUCKOB MOTYT OBITh: HE3aKOHHBIE KOHTAKTHI,
KkubepnpecnenoBaHusi, KUOepOyuHr U Jp. st mogoOHBIX 1esiell UCIOoIb3YI0TCs pa3InyuHbIe
yarel, oHnaiH-Meccermmkepsl (ICQ, Google talk, Skype um nap.), conmmanmbHbBIC CETH, CANTHI
3HAaKOMCTB, (hOpyMbI, OJIOTH U T.JI.

Oxka3arbcsl )KepTBOM HaAMHOTIO Ipolle, 4eM Kaxercs. KakJplii yyacTHUK TOM WJIM MHOM
COLMAJIbHOM CETH MOXKET MPU3HATHCS, YTO XOTS OBl OMH pa3 eMy NPHUXOAWIO HENPUCTOWHOE
IpeJJIoKEHNE OT HEU3BECTHOTO YeoBeKa. JDTo Oefa He TOJIbKO coluanbHbIX ceTeil. Ha mobom
HOMYJSIPHOM GopyMe, B GJIOTOBOM COOOIIECTBE U YaTe MOSBISIIOTCA TaKUe YYACTHUKH, KOTOpbIE
XaMST U OCKOPOJISIOT IPYTUX YIaCTHHKOB.

KoMMyHHUKallMOHHBIE PUCKM  BKJIIOYAIOT B ce0S  «HE3aKOHHBI KOHTakT» |
«xubepnpecneaoBaHue» (MU KuOep-OyyuiHr).

He3akoHHBII KOHTAaKT — 3TO OOLIEHHE MEXAY B3pOCIBIM U PEOEHKOM, NMPH KOTOPOM
B3pOCJIbII MBITAETCS YCTAHOBUTH OoJjiee OJIM3KUE OTHOLIEHMS Ul CEKCYallbHOM SKCIUTyaTaluu
peGeHka. 3T0YMBIIUIEHHUK HEPEeIKO OOlIaeTcss B MHTEpHETe ¢ peOeHKOM, BblJaBas ceds 3a
poBecHMKa JMOO pebeHka HeMmHoro crapuie. OH 3HaKOMHTCS B yaTe, Ha (opyme WIH B
COLMAIBHOM CETH C >KEPTBOM, MBITAETCSI YCTAHOBUTH C HUM JPY>KECKHE OTHOIICHUS U MEPEeUTH
Ha JUYHYIO nepenucky. OOmasch JIWYHO («B NpHUBATE»), OH BXOAUT B JIOBEpUE K PEOEHKY,
IBITAETCS Y3HATh HOMEP MOOMIIBHOTO U IOTOBOPHUTHCS O BCTPEUE.

KubeprnpecnenoBanue (unu  kubep-Oy/UIMHT) — 3TO TMpecieOBaHUE IOJIb30BATENS
COOOIICHUSAMH, COJCPKALUMH OCKOPOJIEHUS, arpeccHio, CeKCyalbHble J0MOrarelbCcTBa C
MIOMOIIBIO0 Pa3JIMYHBIX MHTEPHET-CEPBUCOB. Takke, KuOepnpecieoBaHue MOXKET NPUHUMATh
takue (GopMmbl, Kak o0oOMeH uH(popMmalMeld, KOHTAKTaMH; 3alyrHBaHME; IOJpa’KaHHE;
XYJIUTaHCTBO (MHTEPHET-TPOJUIMHT); collalibHoe OoiikoTupoBanue. [1o ¢popme OymiauHT MOXeT
OBITH HE TOJBKO CIIOBECHBIM OCKOpOJIEHHEM. DTO MOTYT ObITh (oTorpaduu, n300pakeHus WIu
BUJICO JKEPTBBI, OTPEIAaKTUPOBAHHBIE TAK, YTOOBI OBITh 0OJIee YHU3UTEITbHBIMU.

[TooOHBINH YHU3UTENBHBIA KOHTEHT MOXKET UCXOAUTH OT OJAHOTO YEJIOBEKAa MJIM TPYIIIbI
JFO/IEH 110 OJTHOMY WJIM HECKOJIBKUM DJIEKTPOHHBIM KOHTAKTaM JKEPTBBI, Ha 3JICKTPOHHBIA SIINK
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WINA B COOOLICHUAX OHJIAH-MECCEHKepoB. PacnpocTpaHeHbl Takke Ciydad MpecieOBaHus B
COLMAIBHBIX CEeTSX WIM Ha MOJO0OHBIX UM pecypcax. Ilpu 3ToM mnoOMHMO pacchLIKU
OCKOPOUTENBHBIX COOOIIECHHNI 1 BBIBEUIMBAHUS YHU3UTEIBHBIX MAaTEpPHAIOB, H300payKeHUH MiH
BUjco3anuceld, Oyuiep MOXET TakKe B3jIoMaTh MHpOQWIb WIM CTPaHMUIY MKEPTBBI U
OpraHU30BaTh CIIaM-PACCHUIKY I10 BCEM KOHTaKTaM KEPTBBI.

K coxanenuto, kubepOyJUIMHI — O4€Hb PACHPOCTPAHEHHOE SIBJICHHUE CPEIH POCCUICKUX
noapocTKoB. Kakaplii mATHI peOSeHOK MOXET HMpPU3HATh, YTO MOJABEprayics OYJUIMHTY OHJIAWH
WK B peanbHOM xu3HU. U 310 Gena He Toabko Pocecnu, oHa pacnipocTpaHeHa BO BCEM MHpeE.

Jlyuwe e6ceco ne ecmynamv 6 o0wjenue co cnamepamu, NOO03PUMENbHHIMU
JAUYHOCMAMU, PACCHUIAIOWUMU CCHLIKU UAU NYOTUKYIOWUMU OCKOpOUmMenbHbvle cO00uenusl.
Ilonvimku ux npucmuvloums ycnexom He y6eHUAIOm s, MOaAbKO 3pA NOmMpamume céoe 6pems.

JJIeKTPOHHBbIe (KMOep-) PHUCKM — O5TO BO3MOXKHOCTb CTOJKHYThCA C XHIIICHUEM
NEepCOHANBHON MH(POPMALIMHU, PUCK MOJBEPTHYTHCS BUPYCHOHM aTake, OHJIAH-MOUICHHUYECTBY,
criam-aTake, HIIMMOHCKUM ITPOrpaMMaM U T.JI.

K BpenoHOCHBIM NporpamMmaM OTHOCSTCS BUPYCHI, YEPBU U «TPOSTHCKHME KOHU» — 3TO
KOMIIBIOTEPHBIE ITPOrPaMMBbI, KOTOPBIE MOTYT HAHECTH BPEJl BAalllEMy CEMEMHOMY KOMIIBIOTEPY U
XpaHsAmUMCS Ha HeM AaHHbBIM. OHHM TaKKe MOTYT CHIDKaTh CKOPOCTh OOMEHa IaHHBIMH C
HMHTepHETOM M Jake MCII0JIb30BaTh Ball KOMIIBIOTEDP AJI1 PACIPOCTPAaHEHHMS CBOMX KONMH Ha
KOMIIBIOTEPBI BalllUX JIPY3€H, pOJACTBEHHUKOB, KOJIJIET U 10 BCEH ocTaiabHOU riiodanpHOi Cern.
XumieHue KOH(DUICHUMANbHBIX JaHHBIX MOJKET INPUBECTH K TOMY, YTO XaKep HE3aKOHHO
MOJIy4aeT JOCTYNl M KaKUM-IMOO 00pa3oM HCIOIB3YeT JUYHYI0 HMH(POPMAIUIO IOJIE30BATEIs
(HoMepa 0aHKOBCKUX CYETOB, MACMOPTHBIE JaHHbIE, KOJbI, MAPOJIXA U Jp.) C LEJIbI0 IPUYUHUTh
MaTepHaibHBIi W (UHAHCOBBIK yiiepd. OcHo6HOe cpedcmeo 3auwumevl — YCHMAHOBKA U
pezynapnoe 00HO6/IEHUE AHMUGUPYCHOU RPOPAMMBL U Opy2ue HACMPOUKU 3AUiUNb
Komnvwomepa.

3ammra B COLMAIBHBIX CETAX — 3TO 3aj7aya, KOTOpas He TaK JaBHO CTajla OCOOCHHO
aKTyaJlbHa JJIs UX M0Jb30Bareseil. B3noM cTpaHuil B COMAIBHBIX CETAX MPEBPATUIICS B OJIUH U3
OCHOBHBIX CITIOCOOOB pacnpocTpaHeHus crnama B MIHTepHeTe. UTO MOXKET cliesaTh MOIb30BaTeNb?
— Buumamenvsno omnocumosca K ceoum 102UHAM U RAPOIAM, HE YCMAHAEIUEAMb NAPOIU
muna «123» u HUKOMy ux He nepeoagams u, mem 6o.ee, He nepecvLIAMb NO INEKMPOHHOIL
noume.

IMoTpeduTe/ibckHe PUCKH BKIIOYAIOT B ce0s: PUCK MPUOOpPETEHUs TOBapa HU3KOIO
KayecTBa, pa3JINYHbIX MMOJIETIO0K, KOHTpapakTHON U QabcuunpoBaHHON IPOAYKLINH, TOTEPIO
JICHEeXKHBIX CpeAcTB 0e3 mpuoOpeTeHHs ToBapa WM YCIYrH, XHWIIEHUS MEepCOHAIbHOM
MH(pOpMaLNH C 1IeTbI0 KUOep-MOIIEHHUYECTBA U JIP.

Kak npaBuio, a5 coBepIiieHUs] MOKYIKU B CETH JJOCTATOYHO YKAa3aHHBIX HAa OaHKOBCKOM
KapTe peKBU3UTOB. JleTu, coBepIias OHIaiH MOKYIKH, MOTYT pacTpaTUTh 3HAYUTEIIbHBIE CYMMBI
CBOMX poJuTeNell, ecnu KakuM-THM00 crnocoOOM HMeNH WIM MOJYyYWIM K HHUM JIOCTYIL
He paspewaitme 0emam coeepuiams NOKYNKu uiu cOeKu 6 cemu 0e3 eauieco yuacmus.

OcHoBHbIE TpaBUJIA ISl POAUTEJIei

1. IlIpexne, yeM mO3BOJUTH pPEOEHKY TMOJIb30BaThCsl VIHTEPHETOM, pacCKaKUTE €My O
BO3MOXHBIX OnacHOCTsIX CeTu (BpPeJOHOCHBIE MPOrpaMMbl, HeOe30macHble CalThl, HHTEPHET-
MOILIEHHUKH U JP.) U UX MOCIEACTBUSIX.

2. Yerko ompenenute Bpems, koropoe Bam pebGeHok MoxkeT mpoBoauTh B MHTepHere, U
CalThl, KOTOPbIE OH MOKET MOCENIaTh.

3. VY0enutech, 4TO Ha KOMIbIOTEPAX YCTAHOBJIEHBI M MPABUIBHO HACTPOEHBI aHTUBUPYCHBIE
IIPOrpaMMBl, cpesicTBa GUIbTPALMU KOHTEHTA U HEXKeIaTeIbHBIX COOOIIEHUH.

4. Koutponupyiite naesTenbHOCTh pebeHka B VHTepHeTe C IOMOIIBIO  CHEIHAILHOTO
MIPOTrPaMMHOTO 00eCTIeUeHH .

5. CrpammuBaiite peGeHKa 0 TOM, YTO OH BUENI U Aenan B MIHTepHeTe.



6. OOwsicauTe pebeHky, uyTo mnpu oOmenuun B HMHTepHeTe (4aThl, (QOPYMBI, CEPBUCHI
MTHOBEHHOTO OOMEHa COOOIIECHUSMH, OHJAWH-WTPBI) W JAPYTHX CHUTYyalHsaX, TPEOYIOMUX
perucTpaiuu, Hellb3sl UCIOIb30BaTh pealibHoe uMs. [loMoruTe eMy BBIOpAaTh PErHCTPAIMOHHOE
UM, He cojieprKalliee HUKAKOM JINYHON HHOpMaIiu.

7. OOwsicHuTe peOEHKY, YTO HENb3s pas3riamarsh B VHTepHeTe HHGOPMAIUIO JTUYHOTO
xapaktepa (HoMmep TenedoHa, TOMAIIHUN aJpec, Ha3BaHWE/HOMEpP ILIKOJIBI U T.I.), a TaKxke
"mmoka3eiBaTh" cBOM (pororpadum.

8. Ilomorure pebeHKY MOHATH, YTO JAJEKO HE BCE, YTO OH MOXET MPOYECTh WM YBHUJIEThH B
WNurepuere — npasna. [Ipuyuure ero cnpammparh TO, B YeM OH HE YBEPEH.

9. OObscHuTe pebEHKY, YTO HEeJIb3d OTKPbIBAaTh (hailjibl, MOJyYEHHBbIE OT HEU3BECTHBIX
MOJIb30BaTENCH, TaK KaK OHHU MOTYT COJAEpXaTh BUPYCHl WM (POTO/BUACO C HETAaTUBHBIM
CoJIep’KaHUEM.

10. IIpuyuute pebEHKA COBETOBATHCS CO B3POCIBIMH W HEMEJIEHHO COOOIIATh O IMOSBICHUU
HEeXKeNaTeNIbHON HHPOpMAaIIUH.

11. He no3Boussiite Bamemy peOeHKy BcTpeuyaThCs C OHJIaH-3HAKOMBIMH 0Oe3 Baiero
pa3pelieHus Wik B OTCYTCTBUH B3pPOCIOr0 YEIOBEKA.

12. TlocrapaiiTech peryyisipHO MPOBEPATH CIIMCOK KOHTAKTOB CBOMX JETEH, 4TOOBI yOeauThCS,
YTO OHHU 3HAIOT BCEX, C KEM OHU OOIIAI0TCS;

13. OOBscHUTE ACTsIM, 4TO NMpHU OOIIeHnr B VIHTepHETe, OHU JIOJDKHBI OBITh JIPYKEITFOOHBIMH C
JIPYTMMH T0JIb30BATESIMU, HU B KOEM CJIy4ae He MUCATh TPYOBIX CIOB — YMTATh IPyOOCTH TaKKe
HENPHUSITHO, KaK M CIIBIIIATH;

14. TIpoBepsiiTe aKkTyalbHOCTb YK€ YCTaHOBIEHHBIX mpaBui. Crnenurte 3a TeMm, uToObl Barm
MpaBuJjIa COOTBETCTBOBAJIA BO3PACTY M pa3BUTHIO Bamiero pedeHka.

MHOro MHTEepeCHbIX MATEPHUAJIOB 110 JAHHOU TeMaTHKe Bbl MokeTe HAliTH HaA caiiTax:

— Tloapoctok u 3akoH (pazaen «MHTepHET-yrpo3bi»)
http://podrostok.edu.yar.ru/safety/index.html

— DenTp 6e30omacHoro uHTepHeTa B Poccuu (cavim pexomenoosan Ynonnomouenuvim npu
Ipesuoenme P® no npasam pebenxa) http://www.saferunet.ru/ruaoi

— Jlura Ge30macHOro UHTEPHETA. DHIUKIIONEIUs 0€30MaCHOCTH
http://www.ligainternet.ru/encyclopedia-of-security

— CereBuuok.pd IIpoBogHuK B MUpe nHTepHETa http://ceTeBUYOK.pd

— WWW.I-DETI.ORG be3onacHblit HHTEpHET [l IETEi: 3aKOHOIaTENbCTBO, COBETHI,
MHEHHUSI, MeXKIyHapoIHbIi onbiT http://i-deti.org/

—  VYnpasnenue «K» MB/] Poccun
http://mvd.ru/mvd/structurel/Upravlenija/Upravienie K_MVD _Rossii
Hamamxa « Ynpasnenue «K» npedynpesicoaem: 6y0bme 0CmoposicHbl U 6HUMAMENbHbL! »
http://mvd.ru/mvd/structurel/Upravlenija/Upravienie K_MVD_Rossii/Pamjatka_Upravleni
e_K_preduprezhdaet

Tak, wanpumep, Ha caiite «WWW.I-DETL.ORG be3omacHblii MHTEpHET AN JETEi»
B pasnene «Bumeoy (http://i-deti.org/video/) pasmeriena mogdoopka 0OyJaroniX U Pa3BHBAIOIINX
BUJICOMATEPHATIOB, KOTOPHIE TIOMOTYT JACTSM MOJTYYUTh MPEACTABICHUE O MPUEMIIEMBIX MOACIISX
noBeneHus B UHtepHere. Bee npencraBieHHbIE 3/1€Ch BUACOPOIUKU B MPOCTOM M JIOCTYNHOMH
dbopMe HHGOPMUPYIOT IOHOTO MOJIH30BATENS CETH O BCEBO3MOXKHBIX aCMEKTaX B3aMMOJCHCTBUS
C JAPYTUMH TIOJIb30BaTenssMu VHTepHeTa, 0 HEOAHO3HAYHBIX W 3aTPYJHHUTEIBHBIX CHUTYaIHsX,
KOTOpBIE MOTYT BO3HHKHYTH BO BpeMs MpeObIBaHUS B BUPTYaJTbHOM MPOCTPAHCTBE, O TOM, KaK
MOJKHO PEINTh T€ WJIM WHBIC TTPOOJIEMBI H KyJa MOXXHO OOpaTUTHCS B CIydae CTOJIKHOBCHHS C
HEI00pOKENaTENIbHOCTHIO M HAPYIIIEHUEM 3aKOHOB 00 MH(OPMAIIMOHHOW OE30MTaCHOCTH.



http://podrostok.edu.yar.ru/safety/index.html
http://www.saferunet.ru/ruaoi
http://www.ligainternet.ru/encyclopedia-of-security
http://���������.��/
http://i-deti.org/
http://mvd.ru/mvd/structure1/Upravlenija/Upravlenie_K_MVD_Rossii
http://mvd.ru/mvd/structure1/Upravlenija/Upravlenie_K_MVD_Rossii/Pamjatka_Upravlenie_K_preduprezhdaet
http://mvd.ru/mvd/structure1/Upravlenija/Upravlenie_K_MVD_Rossii/Pamjatka_Upravlenie_K_preduprezhdaet
http://i-deti.org/video/

