HNudopmanumonnas naMaTKa 1151 00y4alOIMXCS VISl pa3MelleHusi Ha opruuHaIbHbIX
HNurepHer-pecypcax

C KaXKAbIM I'0OI0M MOJIOACKH B UHTCPHCTC CTAHOBHUTLCS 60J'II)IH€, a IMIKOJBbHUKKU OJHHU H3
CaMbIX AaKTHBHBIX IIOJIb30BaTEIICH PYHeTa. Me>1<z[y TEM, IOMHMO OI'POMHOI'0 KOJIHMYCCTBa
BOSMO)KHOCTGIZ, HHTCPHET HECET U HpO6J'IeMBI. OTa mamsaTKa JOJDKHa IIOMOYb TeOe 0e30IacHO
HaXxoaAuTbCsA B CCTH.

Komnvromepnuie eupycot

KommnbrorepHsiif  BHpPYC - 93TO PpPa3sHOBUIAHOCTb KOMIIBIOTEPHBIX MPOrPaAMM,
OTJIMYUTETILHOW OCOOCHHOCTBIO KOTOpPOIl SBJSIETCS CIOCOOHOCTh K pa3sMHOXKEHHIO. B
JIONIOJTHEHHE K 3TOMY, BUPYCBHl MOTYT HOBPEIUTH WM MOJHOCTHIO YHUYTOXUTH Bce (hailiibl u
JIAHHBIE, TIOJKOHTPOJIbHBIE MOJIb30BaTENI0, OT UMEHU KOTOPOro ObLia 3aImmyllieHa 3apakEHHas
Iporpamma, a TaKKe MNOBPEIUTh WIM JaXe YHHUUTOXKUTh ONEPALIOHHYIO CHUCTEMY CO BCEMH
¢aiinamu B 1iesioM. B GONBIIMHCTBE CITy4aeB pacpoCTPAHSIOTCS BUPYCHI Yepe3 UHTEPHET.

MeTo/ipl 3aIUTHI OT BPEIOHOCHBIX IPOrPaMM:

1. Hcnonw3yil cOBpeMEHHbIE OIEpAllMOHHBIE CUCTEMBbI, UMEIOINE CepPbE3HBIM YPOBEHb
3aIUTBI OT BPEAOHOCHBIX IIPOTrPaMM;

2. TlocTosHHO ycTaHaBiIMBail mautu (LM(POBBIE 3aIUIATKHU, KOTOPbIE aBTOMAaTHUYECKU
YCTaHABIMBAIOTCA C LEbIO JI0OPAOTKU MpOrpamMMbl) M Jpyrue OOHOBJIEHMsS CBOEH
OnepalMoHHON crcTeMbl. CKauuBail X TOJIBKO ¢ O(UIIMATIBHOIO caifTa pa3paboTdnka
OC. Ecnu cymiecTByeT pesKMM aBTOMATHYECKOT0 OOHOBJIEHHS], BKIIFOUH €T0;

3. PaOotaii Ha cBOeM KOMIBIOTEpE IOJ paBaMy MOJIb30BATENS, a HE aMUHUCTPATOPA.
OTO HE MO3BOJIUT OOJBIIMHCTBY BPEJOHOCHBIX MPOrpaMM HHCTAJUIMPOBATbCS Ha
TBOEM II€PCOHAIIBHOM KOMIIBIOTEPE;

4. Vcnonb3yit aHTUBHPYCHBIE MTPOTrpaMMHbIE TPOAYKThI U3BECTHBIX MPOM3BOJUTENEH, C

aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

Orpannyb (GU3NUECKU JOCTYI K KOMITBIOTEPY JUIsl TOCTOPOHHUX JIULL;

Hcnonb3yii BHEIIHUE HOCUTENN HH(OpMAIMH, Takue Kak (iemika, Tuck wim Qaitn u3

MHTEPHETA, TOJIBKO U3 MPO(EepeHHBIX HCTOUHUKOB;

7. He otkpeiBail koMIbloTepHBIE (ailiibl, MOTYUYCHHBIE U3 HEHAAEKHBIX MCTOUHHKOB.
Haxe Te ¢ailpl, KOTOpble NMpHUCIal TBOM 3HaKOMbIH. Jlydine yTOuyHM y Hero,
OTIPABJISUI JIU OH TeOe HX.
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Cemu WI-FI

Wi-Fi - 310 He By nepeaun TaHHBIX, HE TEXHOJIOTHSI, & BCEro JIHIIIL OpeH I, Mapka. Ere
B 1991 roxy Hupepnanjackas kommanus 3aperucrpuposana opern « WECAy, uto obo3Havaio
cnoBocouetanue «Wireless Fidelity», koTopsiii mepeBOIUTCS Kak «OeCIPOBOIHAS TOYHOCTHY.

Jlo Hamiero BpeMeHHW Jolula jApyras abOpeBuaTypa, KOTOpas SIBISETCS TaKOW ke
TexHosoruen. Ito abopesuarypa «Wi-Fi». Takoe Ha3BaHHe OBLIO TaHO C HAMEKOM Ha CTaHAApT
BBICIIHI 3BYyKOBOH TexHuku Hi-Fi, 4To B mepeBoie 03Ha4aeT «BBICOKAsI TOUHOCTHY.

Jla, OecruiaTHBIM MHTEPHET-IOCTYI B Kade, OTeNIIX M adporopTrax sBISICTCS OTIMIHOM
BO3MOYKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE 3KCIIEpPThI CUUTAIOT, 4TO 00mmenoctTymnHbie Wi-
Fi cetu He sBnsgrOTCA O€30MaCHBIMU.

Cogersl 110 Oe30macHOCTH padoTe B oomenocTynHbIx cersix Wi-fi:



1 He mepenaBaii cBor0 jauuHyr0 HH(pOpMaImio yepe3 obmenoctynubie Wi-Fi cerw.
PaGorast B HUX, )elaTeIbHO HE BBOJUTH MApOJIM JIOCTYIIA, JIOTUHBI M KaKHUE-TO
HOMEPA;

2. Hcrnonp3yii 1 OOHOBIISH aHTUBHPYCHBIC MIPOTPaMMBbI B OpaHamayep. TeM caMbIM ThI
oOe3omacuib celst 0T 3aKaYKH BHPYCa HAa TBOE YCTPOHCTBO;

3. Ilpu ucnonszoBanuu Wi-Fi otkimroun ¢yHkimioo «OOmmii goctyn K Qainam u
npuHTepam». JlaHHas (YHKIMS 3aKpbITa MO YMOJYaHHUIO, OJHAKO HEKOTOPBIC
TOJTB30BATENN aKTHBUPYIOT €€ JIJIs yI00CTBA UCTIONB30BaHMs B paboTe W y4eoe;

4. He ucnonp3yii nyommunabii WI-FI mis nepenaun TUYHBIX NaHHBIX, HApUMEp IS
BBIX0JIa B COIIMAJIbHBIC CETH MJIH B AJICKTPOHHYIO MOUTY;

5. Wnonp3yi TOdBKO 3amuineHHoe coenuHenue depe3 HTTPS, a ue HTTP, T.e. mpu
Habope BeO-aapeca BBoau UMEHHO «https://»;

6. B wmoOwmsHOM Tenmedone otkiaoun  GyHkiuio «llogkmouenne k- Wi-Fi
aBroMaTH4eckn». He ormyckail aBTOMaTHYeCKOro TOIKIIIOUYEHHUST YCTPOMCTBA K CETSIM
Wi-Fi 6e3 TBoero cornacusi.

COL]uaﬂbele cemu

COHI/IaJ'IBHBIe CCTU AKTHUBHO BXOJAT B HAITY KU3Hb, MHOT'UC JIFOAU pa60Ta10T U XKUBYT
TaM IIOCTOSHHO, a B Facebook YK€ 3apCruCTpUpOBaH MUJUIMAP/ YCJIIOBCK, YTO ABJISCTCA O,HHOI>'I
CeIbMOM BCEX JKUTEJIeM IIaHeThl. MHOIME MOJIL30BATEIN HE IIOHUMArOT, 4TO I/IHq)OpMaI_II/IH,
PasMCIICHHAA UMH B COLMUAIBHBIX CCTAX, MOMKCT OBITH Haﬁz[eHa " UCTIOJIb30BaHA KEM YIrOJHO, B
TOM 4HCJIE€ He 00513aTEIbHO C OJIaruMHU HaMCpPCHUAMMU.

OCHOBHBIE COBETBI 110 O€30IIaCHOCTH B COLIMATIBHBIX CETSX:

1 Orpanuup cnucok apyseil. Y T1e0d B Jpy3bsix HE JODKHO OBITh CIy4alHBIX U
HE3HAKOMBIX JIFOJIEH;

2. 3ammimaii CBOIO YaCTHYIO KH3Hb. He yka3wiBall maposiv, TenedoHBbI, ajpeca, Iary
TBOETO POXICHUS W JPYryl0 JHYHYI0 HH(pOpMarmio. 3I0yMBIIIIEHHUKA MOTYT
UCTIONTb30BaTh Jlake WH(OPMAIUIO O TOM, KaK Thl M TBOW POJHUTENH IJIAHUPYETE
MIPOBECTH KaHUKYJIBI;

3. 3ammiai CBOIO PEmyTaIHIo - IEPKU €€ B YMCTOTE U 33j1aBaii cebe BOMPOC: XOTeN ObI
TBI, 9YTOOBI JIpyTHe TMOJB30BATEIM BHUJIENHU, UYTO ThI 3arpyxaenisb? [logymaii, mpexmae
9YeM 4TO-TO ONMYOJMKOBATh, HAIMCATh U 3arPy3UTh;

4. Ecnu Thl TOBOPULIb C JIIOJIbMU, KOTOPBIX HE 3HAelllb, HE MCIOJIb3YH CBOE peabHOe
UMS U JIPYrylo JIMYHYI0 WH(GOpPMALUU: UMS, MECTO JKUTENILCTBA, MECTO y4eObl U
npouee;

5. WM36erait pazmemienust ¢potorpaduii B IHTepHeTe, r1e Thl H300pa’keH Ha MECTHOCTH,
10 KOTOPOM MOKHO ONPEAETUTh TBOE MECTOIOIOKEHNUE;

6. Ilpu perucrpaiyu B COLMAIBHON CETH HEOOXOMMO UCIIOIb30BATh CIOKHBIE MApOIIH,
cocrosiiue U3 OyKB U LUQP U ¢ KOIMYECTBOM 3HAKOB HE MEHee §;

7. JIns couuanbHON CeTH, MOYTHI U JPYTUX CAalTOB HEOOXOAMMO UCIIOIb30BaTh Pa3HbIE
napomu. Torza eciu Te0s1 B3IOMAIOT, TO 3JI0YMBIIICHHUKH MTOY4aT JOCTYI TOIBKO
K OJIHOMY MECTY, a HE BO BCE cpasy.

Onexmponnvle Oenveu

DNEKTPOHHBIE IEHBI'M — JTO OYEHb yIOOHBIN CIIOCO0 TUTaTeXel, OTHAKO CYIIECTBYIOT
MOIICHHUKH, KOTOPHIE XOTAT MOJTYIUTh 3TH JICHBTH.

BHCKTDOHHBIC JCHBI'U ITOABHIIMCH COBCEM HEAABHO M UMCHHO H3-3a 3TOT'O BO MHOI'NX
rocyaapcCtBax A0 CHUX IIOp HE NPOIHCAHO IMPO HUX B 3aKOHAX.


https://

B Poccun xe oHM (DYHKIMOHHMPYIOT M O HHMX YK€ MPOIMUCAHO B 3aKOHE, I/Ie MX
pa3feNiaioT Ha HECKOJbKO BHUJAOB - aHOHMMHbBIE M HE aHOHUMHBIE. Pa3Huma B TOM, 4TO
AQHOHHMMHBIE - 3TO T€, B KOTOPBIX pa3pelIaeTcsi MPOBOAUTH ONepauuu 0e3 HIeHTU(HUKALUU
MOJIb30BATelsl, @ B HEAHOHUMHBIX WACHTU(UKAIIUY [TOJIH30BATENS SBISIETCS 00s3aTEIbHOM.

Takke cienyer paznuyarh 3JIEKTPOHHbIE (UaTHBIE JAEHBIU (PaBHBI TOCYIAPCTBEHHBIM
BAJIIOTaM) U 3JIEKTPOHHBIE He(UaTHBIE JCHBIY (HE PaBHBI FTOCYAaPCTBEHHBIM BAJIOTaM).

OcCHOBHBIE COBETHI 110 6€30MacHOi paboTe ¢ HNEKTPOHHBIMH JICHBI AMU:

1. TlpuBspku K cueTy MOOWIBHBIN TenedoH. DTO caMblil yIOOHBIA M OBICTPBIA CIIOCOO
BOCCTAaHOBUTH JIOCTYI K cuery. [IpuBsi3aHHbIi TeneoH MOMOXET, eclu 3a0y/Ielb
CBOM IJIATEKHBIN MapOJIb W 3aii/IeNIb Ha CAUT C HE3HAKOMOTI'O YCTPOICTBA;

2. Hcnonw3yit ogHopaszoBble naponu. [locne nmepexona Ha YCHIIEHHYIO aBTOPU3ALIUIO
TeOe yxe He OyJeT YrposkaTh OMaCHOCTh KPaXKH HJIH TIepeXBaTa IIaTeKHOTO Mapois;

3. BwiOepu cnoxublit mapons. [IpecTtynHukam OyneT He MPOCTO yragaTh CIOMKHBIN
napoib. HanexxHple maposim — 3To napoiii, KOTOpbIE COIepkKaT He MeHee 8§ 3HAKOB U
BKJIFOUAIOT B Ce0Sl CTPOUYHBIE U MPOIUCHBIE OYKBBI, IU(PHI U HECKOJIBKO CHMMBOJIOB,
TaKMe KaK 3HaK J0Ju1apa, GyHTa, BOCKIMIATEIbHBIN 3HaK U T.11. Harmpumep, $tRONg!;;

4. He BBOJM CBOM JIMYHBIE JaHHBIE HAa CaAlTaX, KOTOPBIM HE JOBEPSCIIIb.

aﬂeKmPOHHaﬂ nouma

DJeKTpOHHAs MOYTa — 3TO TEXHOJIOTHUS U MPEAOCTaBIsieMbIe €10 YCIYTH IO TIEPEChUIKE U
MOJYYCHUIO 3JICKTPOHHBIX COOOIIEHH, KOTOPBIE PACHPENENSIOTCS B KOMIBIOTEPHOW CETH.
OOBIYHO ~ DJIGKTPOHHBIA  TOYTOBBIM  SIIKMK  BBINVIAAUT  CIEAYIOIIUM  00pa3oM;
UMs_TIOJIb30BaTesI(@UMs_JToMeHa. Takke KpoMme IMepeladd MPOCTOro TEKCTa, UMEeTcs
BO3MOXXHOCTh TepeaaBaTh (paiibl.

OcHOBHBIE COBETHI 110 0€30MacHON paboTe C AIEKTPOHHOM IMOUTOM:

1 Hano BbIOpaTh NpaBWIBHBIN TOYTOBBIN CepBHC. B MHTEpHETE €CTh OrPOMHBINA BHIOOP
OecIUIaTHBIX OYTOBBIX CEPBUCOB, OJJHAKO JIyYILle JJOBEPSATH TEM, KOTO 3HACIIb U KTO
IIEPBBII B PEUTHHTE;

2. He ykaspiBail B JIuuHOM moure JU4HYyI0 MH(opMmaruio. Hanpumep, mydine BeIOpaTh
«My3bIKaNbHBIN _(panaT@» win «pok2013» BMecTo «remal3»;

3. Hcnonb3yii AByX3TalHYO aBTOPU3ALMIO. ITO KOTJja HOMUMO HAapoJist HYXKHO BBOJUTh
KOJ, IpUchlIaeMbiit mo SMS;

4. BpiOepu cIOXHBIA maposib. [ KaXJI0ro MOYTOBOrO SIIMKA JIOJDKEH OBITh CBOM
HAJEKHBINM, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTb BO3MOXKHOCTH HamucaTh CaMOMY CBOM JIMUHBIN BOIPOC, MCIONB3YH 3Ty
BO3MOKHOCTB;

6. Mcronb3yil HECKOJNBKO MOYTOBBIX SAIIMKOB. IIepBbIil 118 4YacTHOW MEpenucKu C

azpecaTaMM, KOTOPBIM Tbl JOBEpsACLIb. OJTO AJIEKTPOHHBIM aJpec HE HAI0

UCIIOJIb30BaTh MPH PErUCTpaIiy Ha popymax U caiTax;

He otkpeiBail Qaiinbl u 1pyrue BIOKEHHUS B MUCbMaX Ja)e €CIM OHU MPHUIIUIA OT

TBOMX JIpy3ei. JIyurie yrounu y HUX, OTIIPABIISIIN JI OHU TeOe 3TH (Paiiyibr;

8. Tlocie okoH4aHUs pabOTHI HA MMOYTOBOM CEPBHICE IEPEI 3aKPBHITHEM BKIIAIKU C
caiiToM He 3a0y/b Ha)KaTh Ha «BBIATH.
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Kubepbynnune unu eupmyanvnoe uzoesamenbcmeo

KubepOymmuHr — mpeciieioBaHue COOOIICHUSMHU, COJIEP)KAIUMH OCKOPOJICHNS,

arp€CCuro, 3alyruBaHuec; XyJIUTraHCTBO, COLIMAIBHOC 60ﬁKOTHp0BaHHe C IIOMOMIBbIO PA3JINMYHBIX
HHTECPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 00pHOE C KMOSPOYIITHHIOM:

1 He O6pocaiicst B 60ii. JIyummii cioco6: mocoBeTOBaThCs Kak ceOsi BECTH M, €CJIM HET

TOr0, K KOMy MOKHO OOpaTUThCS, TO BHayalle yCIOKOUThCS. Eciu Thl HauHelb

OTBEYATh OCKOPOJICHUSIMA Ha OCKOPOJIEHHUS, TO TOJBKO €Ile OOJbIIEe Pa30iiKelllb

KOH(JIUKT;

VYnpassstii cBoel KuOepperryTaIueii;

AHOHUMHOCTH B ceT MHHMasi. CyIIecTBYIOT CHOCOOBI BBIICHUTH, KTO CTOUT 3a

AHOHMMHBIM aKKayHTOM;

4. He crouT BecTH XyJIUTraHCKUN 00pa3 BUPTYalIbHOM U3HU. VIHTepHET (huKcupyeT Bce

TBOU JICHCTBHSI M COXpAHSAET UX. Y JAIUTh UX OyIeT KpailHe 3aTpyIHUTEIIHLHO;

Co0mro1aii cBOI BUPTYaJIbHYIO YECTh CMOJIOAY;

Urnopupyit enuHuyHblii HeraTuB. OJHOpa30Bble OCKOPOUTENBHBIE COOOIEHUS

Jyd1re urTHOpupoBaTh. OOBIYHO arpeccHs MPEKPAIIACTCS Ha HAYAITBHOW CTa IHH;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMH COOOLLEHUSMU, B COLIUATIBHBIX
CeTAX €CTh BO3MOXKHOCTH OJIOKMPOBKH OTIIPABKH COOOIICHUH C OIpeaesICHHBIX
aJIPECoB;

8 Ecmu 1B cBumerenr kuOepOymiauHra. TBou [EHCTBUS: BBICTYNUTH MPOTHB
npeciefoBaTens, MOKa3aTh €My, YTO €ro JCWCTBHUS OIICHHUBAIOTCS HETaTHUBHO,
HOJ/IEP)KaTh JKEPTBY, KOTOPOH HYXHAa ICHXOJOTHYECKas IOMOIIb, COOOUIUTH
B3pOCJBIM O (paKTe arpeCCHBHOTO IMOBEICHUS B CETH.
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MobunvHubiii menegon

CoBpeMeHHbIe CMapT(HOHBI M TUIAHIIETHl CoOAepkKaT B cede BIIOJHE B3POCIBIN
(GyHKIIMOHAJ, U Telepb OHU MOTYT KOHKYPUPOBATh CO CTAallMOHAPHBIMU KOMIIbIOTEpAMHU.
OpnHako, CpesCTB 3alUThI I TOJJOOHBIX YCTPOWCTB MOKa 04eHb Majio. TecTupoBaHue U MOKUCK
YS3BUMOCTEN B HHUX IIPOMCXOJIUT HE TAK MHTEHCUBHO, Kak ais IIK, To ke camoe kacaercs u
MOOUJIbHBIX MPUIOKEHHH.

CoBpeMeHHbIE MOOMIIBHBIE Opay3ephbl YK€ MPAaKTUYeCKU JOTHAIM HACTOJIBHBIC aHAJIOTH,

OJIHAKO paciMpeHue (QyHKIMOHANIA BJIEYET 3a COOON OOJIBIIYIO CIIO)KHOCTh M MEHBIITYIO
3alIUIIEHHOCTb.

I[aJ'ICKO HC BCC IMPOU3BOAUTECIIM BBIITYCKAOT 06HOBJ'ICHI/I}I, 3aKPBIBAOINC KPUTUYCCKUC
YA3BUMOCTHU 11 CBOUX YCTpOﬁCTB.

OCHOBHBIE COBETHI 7151 0€30MaCHOCTA MOOMIIBHOTO TenedoHa:

1 Hwudero He sBIsieTCs MO-HACTOAIIEMY OeCIUIaTHBIM. byslb OCTOpOXKEH, BeIh KOT/a
Tebe mpeanararoT OecIIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKUE-TO
IUIATHBIE YCIIYTH,

2. ymaii, mpexne yeM otrpaBuTh SMS, poto mmu Bumeo. Trl TOYHO 3HACIID, T/I€ OHU
OyIyT B KOHEUHOM UTOTEe?

3. HeoOxomumo 0OHOBIISTE OIEPAITHOHHYO CHCTEMY TBOETO CMapT(hOHa;

4. Vicnonb3yil aHTUBUPYCHBIE IPOTPAMMBI JU1sl MOOMITBHBIX TeNNe(OHOB;



5. He 3arpyxaii IpujIoKeHHsI OT HEM3BECTHOTO UCTOYHHKA, BE/Ib OHH MOT'YT COJICPKATh
BPEIOHOCHOE MPOTrpaMMHOE 00eCIIeUeHHUE;

6. Ilocie Toro Kak ThI BBIMJICIIB C caiiTa, TJIe BBOIIII JIMYHYIO HH(POPMALIUIO, 3ai11 B

HaACTpolKH Opay3epa u yaanu COoKies;

[eproauyecky MpoBepsiii KaKue TUIATHbIC YCIYTH aKTHBUPOBAHBI HA TBOEM HOMEDE;

JlaBaii cBO¥t HOMep MOOMIIBHOTO Teie(hOHA TOJBKO JIFOSIM, KOTOPBIX ThI 3HACIIH

KOMY JIOBEpSICIIIb;

9. Bluetooth momken ObITH BHIKIIFOUEH, KOTIA THI KM HE MMOJIb3yenibest. He 3a0biBait
HHOTJIa MPOBEPATH ITO.
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Online uzpwi

CoBpeMEHHbIE OHJIAH-UIPbl - 3TO KpacOuHbIEe, 3aXBaTbIBAIOLIME DPA3BICUCHMUS,
O0BEIMHSIOLIME COTHU THICSIY YEJIOBEK IO BceMy MHpY. MIrpoku uccienyroT NaHHBIA UM MUD,
OOIIAIOTCSI IPYT C APYTrOM, BBITIOJHSIOT 33aHHs, CPAKAFOTCSI C MOHCTPAMH U TIOJTy4alOT OIIBIT.
3a yJIOBOJILCTBUE OHM IUIATAT: MOKYHAIOT JWCK, OIUIAYMBAIOT aOOHEMEHT WM IPUOOpETaroT
KaKHe-TO OIILIHH.

Bce atm cpenctBa uayTt Ha moauepKaHUE W PA3BUTHE WIPHI, a TaKKE Ha camy
0€30I1aCHOCTh: COBEPIICHCTBYIOTCS CHUCTEMBl ABTOPH3AIMH, BBITYCKAIOTCS HOBBIC MMATYd
(umpoBbIe 3aruTaTKX 1Sl IPOTPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO,Z[O6HBIX urpax CTOUT OIacarbCs HE CTOJIbKO CBOUX COIICPHUKOB, CKOJIBKO KPaXXKu
TBOCTO ITapOJIsl, HA KOTOPOM OCHOBAaHa CUCTEMA aBTOPU3aAlIUn OOJILIIIHCTBA urp.

OcHOBHbIE COBETHI 110 0€30I1ACHOCTH TBOETO UTPOBOIO AKKAYHTA!

1 Ecnu npyroii urpok BeeT ce0st II0XO0 UM CO3/1aeT TeOe HEMPUSTHOCTH, 3a0JIOKUpYH
€r0 B CIIMCKE UTPOKOB;

Iloxanyiics agMUHHCTpAaTOpaM WIPbl Ha IUIOXOE IIOBEIEHUE 3TOrO0 MIPOKA,
JKEJIATENIbHO MPUIIOKNUTH KAaKUE-TO I0KA3aTeIbCTBA B BUJE CKPUHOB;

He ykasbiBaii Tnunyro nHdopMmaiuio B mpodaiisie Urpsl;

YBakail Ipyrux y4acTHUKOB I10 UIPE;

He ycranasnuBaii HeopuIManbHbIE TATYH U MOJIBI;

Hcnons3yit cnoxHbIE U pa3HbIE ApOJIY;

Jlaxxe BO BpeMsI UTPBI HE CTOUT OTKJII0YaTh aHTUBUPYC. [10Ka Tl urpaemis, TBOU
KOMIIBIOTEP MOT'YT 3apa3uTh.
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Quiuune unu Kpaxca iudHblX OaHHbIX

OObI4HOM Kpameﬁ JACHCT U JOKYMCHTOB CCTOJAHSA Y>XKC HHUKOI'O HC YAWBHUIIL, HO C
pasBUTUCM I/IHTCpHeT-TCXHOHOFI/Iﬁ 3JIOYMBIIIJICHHUKN TCPCMECTUIINCh B HUHTCPHCT, U
IpoaOJIKAKOT 3aHUMATBCA «TFOOMMBIM» JACIOM.

Tax mosiBuIIach HOBasi Yrpo3a: MHTEPHET-MOILICHHUYECTBA WM (DUILIMHT, TJIaBHAs 1EJb
KOTOPOTO COCTOHMT B IMOJYyYECHUH KOH(UICHIMAIBHBIX TAHHBIX MOJb30BaTelie — JIOTUHOB U
naposeii. Ha anrnmuiickom sizsike phishing uuraercs kak ¢umuar (ot fishing — peiOHast oBs,
password — mapouib).

OCHOBHBIE COBETHI 10 OOpHOE C (PUIIMHTOM:

1. Cnenm 3a cBOuM akkayHTOM. Ecim ThI IO/103peBaetiib, YTO TBOSI aHKeTa ObL1a
B3JIOMaHa, TO HEOOXOJUMO 3a0JIOKUPOBaTh €€ U COOOUIUTH aJMHHHUCTPATOpaM
pecypca 00 3TOM Kak MO>KHO CKOPEE;



2. Hcnonp3yii Oe3omacHple BeO-CaiTBI, B TOM 4HCJE, WHTCPHET-MarasMHOB U
TIOUCKOBBIX CHUCTEM;

3. Hcmonp3yit ciokHbIe U pa3Hble mapoid. Takum o0pa3oM, ecii TeOsl B3JIOMAOT, TO
3JI0YMBIIUICHHUKH TOTy4aT JOCTYII TOJIBKO K OTHOMY TBOEMY MPOQIIIIO B CETH, a He
KO BCEM;

4. Ecmu TeOsi B3JIOMaJM, TO HEOOXOJMMO IMPEAYIPEAUTh BCEX CBOUX 3HAKOMBIX,

KOTOpBIE 100aBJICHBI y T€OS B IPY3bsIX, O TOM, YTO TeOsI B3JIOMAJIM M, BO3MOYKHO, OT

TBOETO MMEHH OYJIET pacChUIATHCS CTIaM M CCBUIKH Ha (PUIIIMHTOBBIC CANTHI,

YcranoBu HajaexkHbIH maposb (PIN) Ha MOOHIBHBIN TenedOH;

OTKJIFOUM COXpaHEHHE Maposisi B Opaysepe;

He otkpeiBaii aiinbl u Apyrue BIOKEHHS B MHChMax JaKe €CIM OHH MPUILIH OT

TBOMX Jpy3eit. JIydiie yrouHr y HUX, OTIPABIISUTH JIM OHU TeOe 3TH (haiiibl.

No o

Lugposas penymayus

[Tudposas penyrauus - 3TO HEraTMBHAs WIM MO3UTUBHAs MH(OpMAaIMs B ceTU O TeOe.
Komnpomerupyromast uHbpOpManus pa3MenieHHas B WHTEPHETE MOXKET CEPhE3HBIM 00pa3oM
OTpPa3UThCA HAa TBOEH peanbHOH xu3HU. «LlupoBast permyranus» - 3TO TBOW UMUK, KOTOPBIA
dopmupyercs u3 nHpopmamu o Tede B MHTEPHETE.

TBoe mecTo KUTCIIBCTBA, yqe61>1, TBOC (1)I/IHaHCOB06 ITOJIOKCHHC, 0COOEHHOCTH XapakrTepa
H pacCKas3bl O OJIM3KHX - BCE DTO HAKAIIJIMBAETCS B CETH.

MHorue mopoCTKH JISTKOMBICIIEHHO OTHOCATCS K IMyOJIMKAIMK JTMYHON WH(pOpMauy B
WuTepHeTe, HE TOHUMAast BO3MOXKHBIX TTOCIEACTBHNA. ThI ke HE CMOKEIb JI0TaaThCs O TOM,
4to (oTorpadus, pazMenieHHas 5 JIeT Ha3a 1, CTalla MPUYMHON 0TKa3a MPUHATH TeOs Ha padoTy.

KommenTapuu, pasmenieHue TBoux ¢ortorpaduil M JApyrue JeHCTBUS MOTYT HE
UCYE3HYTh Ja)K€ IOCJIE€ TOro, Kak Thl MX YAaJWlIb. Tbl HE 3Haellb, KTO COXpPaHWI 3Ty
uH(popMaIHIO, romnaja J1 OHA B IOMCKOBBIE CHCTEMBI M COXPAHWJIACh JIM OHA, a INIABHOE: YTO
MOJYMAIOT 0 Tebe OKpYXarolllee JIF0/M, KOTOpble HailnyT U yBuaAat 31o. Haiitn undopmarmio
MHOTO JIET CITYCTSI CMOXET JIF000# - Kak M3 JA0OpbhIX MOOYKIEHUI, TaK U C HaMEpEeHUEM
IPUYUHUTH BpeI. DTO MOKET ObITh KTO YTOJIHO.

OCHOBHBIE COBETHI TIO 3aIUTe HU(PPOBOI permyTaluu:

1 Tloaymaii, mpexe 4eM 4To-To MyOJIMKOBATh U MepeaBath y ce0s B 6J0re Win B
COIIMAILHOM CETH;

2. B Hactpoiikax npo¢uiis yCTaHOBH OTPaHUYEHHS Ha MMPOCMOTP TBOETO MPOMUIIS U €ro
COJIEPKUMOT0, CAENAN €r0 TOJMBKO «IJIsl JPY3Ei»;

3. He pa3mMerniaii u He yka3bIBaii HHPOPMAITHIO, KOTOPask MOXKET KOT0-JIM00 OCKOPOJISITh
WA OOVOKATh.

Asmopckoe npaso

COBpCMeHHBIC IIKOJBHHUKHW- AaKTHUBHBIC I10JIB30BATCIIN I_II/I(I)pOBOI‘ 0 IPOCTPAHCTBA.
OI[HaKO JAJICKO HE BCC 3HAIOT, YTO ITOJIb30BAHHMEC MHOI'MMH BO3MOXXHOCTAMU I.IPI(ppOBOI‘ 0 MHpa
Tpe6yeT CO6HIO,[[€HI/ISI IMpaB Ha HHTCJUICKTYaJIbHYIO COOCTBEHHOCTb.

TepMI/IH UHTCJUICKTYyaJIbHAs COOCTBEHHOCTBY» OTHOCUTCSI K Ppa3jindHbIM TBOPCHUAM
YCJIOBCYCCKOI'0 YMad, HAYMHAasA C HOBBIX I/I306pCTCHI/II71 1 3HAKOB, 0603Haqa101u1/1x COOCTBEHHOCTh

Ha TPOAYKTHl M YCIYI'M , WM 3aKaH4YMBass KHUTaMu, (oTorpagusmMu, KUHOQWIBMaMH U
MY3bIKQIbHBIMU TPOU3BEACHUSMH.



ABTOpCKHE TpaBa - 3TO MpaBa HAa HHTEIUIEKTYaJbHYI0 COOCTBEHHOCTh HA INPOU3BEICHHUS
HayKH, JIMTEPaTypbl U HCKYcCTBAa. ABTOPCKME IIpaBa BBICTYNAIOT B KAueCTBE rapaHTUU TOTO, YTO
MHTEIUIEKTYaJIbHBIN/TBOPUECKU TpyA aBTopa He OyIeT HampacHbIM, JacT €My CIpaBeIjIMBbIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3yibTarax CBOETO TPYyHAa, MOJYYUTh U3BECTHOCTh W IpPU3HAHHE.
Hukro Ge3 pasperieHusi aBTopa HE MOXKET BOCIPOM3BOIUTH €ro IMPOU3BEACHHE, PACHpPOCTPAHSTD,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABaTh, HWMIIOPTHPOBATH, IyCKaTb B MPOKAT, ITYOIUYHO
UCTIOJTHSTh, TOKA3bIBaTh/UCIOIHSATD B 3(Upe Win pa3meniatsh B IHTepHere.

Hcronb30BaHUE «TIMPATCKOTO» IMPOrPaMMHOIO OOECIIEUEHHsT MOXKET MPHUBECTH K MHOTHM
pUCKaM: OT TOTEepPU MAAHHBIX K TBOMM aKKayHTaM [0 OJOKMPOBKHM TBOETO YCTPOMCTBA, T[e
YCTAHOBJICHHBII He JieraibHas mnporpamma. He crouT Takxke 3a0bIBaTh, 4TO CYIIECTBYET
JerajibHble ¥ OeCIIaTHBIE TPOrPaMMBbI, KOTOPBIE MOXXHO HAWTH B CETH.

O nopmane

CereBu4ok.pp - TBOW TIJVIABHBIM COBETYMK B CETH. 3J€Ch Thl MOXKEIIb Yy3HAaTh O
0€30MacHOCTH B CETH IMOHSATHBIM W JOCTYIHBIM SI3BIKOM, a IPHU BO3HUKHOBEHHU KPUTHUYECKOM
CUTyallul OOpaTUTBbCA 3a COBETOM. A TakXe IMPUHATh Y4acTHe B KOHKYpCax M CTaTh CaMbIM
U (POBBIM TpakIaHUHOM !



